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Abstract
This paper proposes a dynamic multi-loss collaborative optimization (DMCO) method for network
traffic anomaly detection in high-dimensional and imbalanced scenarios. The core innovation leverages
a Transformer-based encoder to extract discriminative spatio-temporal representations for anomaly
detection. We introduce three synergistic loss functions: Feature correlation loss is used to enforce
feature independence through scaled cosine similarity, reconstruction loss is used to preserve essential
patterns via autoencoding, and classification loss is used to handles extreme class imbalance. These
losses are dynamically balanced via a meta-weight controller that adaptively adjusts loss weights based
on real-time validation performance. The experimental results on NSL-KDD and CIC-IoT2017 datasets
show that F1 can achieve 98.52% and false positive rate can achieve 1.05%, demonstrating superior
robustness against concept drift and adversarial evasion attacks in 5G-IoT environments.
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1 Introduction

The rapid evolution of digital infrastructure has positioned network traffic anomaly detection as a
critical cybersecurity frontier, particularly with the explosive growth of 5G networks and IoT
ecosystems. Global telecommunications reports indicate a staggering 217% increase in IoT security
incidents from 2022 to 2023 [1], while the proliferation of edge computing has expanded attack surfaces
exponentially. Contemporary network traffic exhibits unprecedented characteristics including high-
dimensional feature spaces exceeding 100 dimensions [2], extreme class imbalance with attack ratios
below 0.2%, and adversarial concept drift rates reaching 0.85/week in IoT environments [3]. These
challenges necessitate advanced detection frameworks capable of handling complex spatio-temporal
patterns while maintaining robustness against evolving threats.

International research efforts have made significant strides in developing deep learning-based
intrusion detection systems, yet fundamental limitations persist in handling the unique characteristics of
modern network traffic. Convolutional Neural Networks (CNNs) have demonstrated effectiveness in
spatial feature extraction [4], while Recurrent Neural Networks (RNNs) and Long Short-Term Memory
(LSTM) architectures excel at modeling temporal dependencies [5]. More recently, Transformer-based
approaches have shown superior capability in capturing long-range dependencies through self-attention
mechanisms. However, these methods typically employ static loss functions that fail to simultaneously
optimize feature disentanglement, pattern preservation, and decision boundary refinement [6].
Performance benchmarks reveal concerning saturation points, with F1-scores plateauing at 0.92 on
standard datasets while false positive rates remain stubbornly above 3.5% [7], indicating fundamental
limitations in current methodologies that struggle with the dimensionality curse and extreme class
imbalance inherent in real-world network environments.

The network anomaly detection landscape faces three paramount challenges that define its future
trajectory. First, the dimensionality curse manifests as O(d²) computational complexity in feature spaces
exceeding 100 dimensions [8], creating significant bottlenecks for real-time processing on edge devices.
Second, extreme class imbalance with attack ratios below 0.2% induces classifier bias exceeding 15%,
severely compromising detection of rare attack types. Third, adversarial concept drift rates reaching
0.85/week in IoT environments necessitate continuous model adaptation that current static architectures
cannot provide. Despite these challenges, the field presents tremendous opportunities with the
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emergence of 5G standalone networks enabling sub-10ms latency for real-time threat response [9],
federated learning architectures for privacy-preserving collaborative detection [10], and quantum-
resistant cryptography for next-generation security [11]. The integration of these technologies promises
to revolutionize network security, with projections indicating 60% reduction in false positives and 45%
improvement in threat detection rates by 2025 [12].

To address these persistent challenges, we propose dynamic multi-loss collaborative optimization
(DMCO) for anomaly detection. Our approach integrates three synergistic innovations: a Transformer-
based encoder is used for spatio-temporal representation learning [8], a tripartite loss module
incorporating feature decorrelation, pattern reconstruction, and weighted classification [13], and a novel
meta-weight controller that can dynamically balance loss contributions during training. Experimental
result demonstrates significant improvements of 5.6% in F1 score and 34% reduction in false positives
compared to state-of-the-art baselines, providing robust protection for 5G networks and IoT
infrastructures while maintaining real-time processing capability of 2460 FPS on edge devices.

2 THE PROPOSEDMETHOD

In this section, the proposed DMCO will be introduced in detail. Fig.1 gives the framework of the
proposed DMCO.

Fig. 1. The framework of the proposed DMCO

From Fig.1, it can be seen that there are seven modules in DMCO, which are encoder, decoder,
classification, feature correlation loss calculation, reconstruction loss calculation, classification loss
calculation.

In which, the module of encoder based on Transformer is used to learn spatio-temporal representation
from the input x while the decoder based on Transformer is used to reconstruct the input, the module of
classification is used to classify the input into anomaly and normal. In addition, the module of feature
correlation loss calculation is used to calculate feature correlation the loss of x1, the module of
reconstruction loss calculation is used to calculate the loss between the input signal x and reconstruction
signal x2, and the module of classification loss calculation is used to calculate the loss between the
output OP and true label TL using cross entropy. In addition, λ1, λ2 and λ3 are the weights of feature
correlation loss, reconstruction loss and classification loss, respectively.

In summary, the three loss modules are used for feature decorrelation, pattern reconstruction, and
classification, respect-ively. Further, their calculation formulas are as following:

2.1 Feature Correlation Loss

To ensure numerical stability in high-dimensional spaces, we use scaled cosine similarity to compute
the feature correlation loss:
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The ����� term is a feature correlation loss that minimizes redundancy by penalizing the squared cos
ine similarity between feature vectors Fi and Fj of different samples in a batch, scaled by 1/d2for numeri



Innovative Applications of AI
Vol.3 Issue 2(2026)

— 56 —

cal stability.

2.2 Reconstruction Loss

Following [14], the reconstruction loss is:distinct advantages in editing flexibility, they
predominantly rely on additional control inputs or specialized hardware for pose guidance.

ℒ����� = 1
� �=1

� ‖� � − �2‖2
2 (2)

where the reconstruction loss ℒ����� is obtained by computing the MSE between original inputs x and

decoder output x2 across a batch of Tsamples.

2.3 Classification Loss

Classification loss is obtained by calculating the cross entropy between the classification output OP
and corresponding true label TL [15]:

ℒ��� = ��(��, ��) (3)

2.4 Meta-Weight Controller

he adaptive balancing mechanism employs a heuristic strategy enhanced with validation feedback.
The weight parameters (λ1, λ2andλ3) are dynamically adjusted as follows:

Early training: Feature correlation loss(�1) dominates to prevent representation collapse.
Mid training: Classification loss(�3) increases to refinedecision boundaries.
Late training:Reconstruction loss (�2) maintains pattern decision boundaries.
Then we can obtain the total loss:

ℒ����� = �1 × ����� + �2 × ������ + �3 × ���� (4)

3 Experimental Results and Analysis

3.1 Experimental Results and Analysis

In the experiments, NSL_KDD_binary and CIC-IoT_process datasets are selected to evaluate the
proposed method. The NSL_KDD dataset serves as an enhanced version of The KDD Cup'99 dataset [3]
contains 41 features across four attack categories: DoS, Probe, R2L, and U2R. The CIC-IoT dataset
provides 46 features from 31 IoT devices [4], covering seven threat types including DDoS and Malware.

3.2 Evaluation Metrics

Consistent with standard practices in network intrusion detection systems [16,17], we employ five
key metrics to evaluate the performance of the proposed method:

PRE: Attack identification exactness

PRE=
TP

TP+FP
(5)

REC : Also named as detection rate

REC=
TP

TP+FN
(6)

F1: Balanced measure for class imbalance scenarios

F1=2×
PRE×REC
PRE+REC

(7)
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FPR: which stands for false positive rate

FPR=
FP

FP+TN
(8)

AUC: which stands for area under curse for the receiver operating characteristic curve.
In which, TP, FP, TN, FN stand for the number of correctly predicted attacks, the number of normal

traffic mistakenly reported as attacks, the number of correctly identified normal traffic, the number of
missed attacks, respectively.

3.3 Experimental Setup

Dataset Configuration
The NSL_KDD and CIC-IoT datasets are partitioned into training, development, and test subsets foll

owing a 7:2:1 ratio while maintaining strict temporal separation to prevent data leakage. All preprocessi
ng was performed on a windows workstation with an NVIDIA GeForce RTX 4060 GPU.

Featre extraction: 43 engineered statistics including packet inter-arrival times and payload entropy.
Sequence segmentation: Network flows windowed into 128-step sequences with 50% overlap.
Data augmentation: Synthetic minority oversampling (SMOTE) applied to attack classes <5% occurre
nce.
Normalization: Min-Max scaling is used to nornlize the input into the range of 0 and 1.

�' = (� − min(x))/(max(x) − min(x) (9)

Where x is the input, x' is the output, and max and min is used to calculate the max and min value of x.

Table 1. Experimental results comparison with state-of-the-art baselines on NSL-KDD and CIC-IoT in terms of F1,
PRE, REC, FPR and AUC

Method F1 PRE REC FPR AUC
NSL-KDD

Resnet 92.34 91.87 92.81 3.52 0.962
Transformer 93.71 94.12 93.31 2.87 0.971
DMCO 98.52 97.85 98.15 1.05 0.991

CIC-IOT
Resnet 86.14 85.72 86.55 5.63 0.931

Transformer 90.67 90.25 91.08 3.52 0.962
DMCO 89.71 89.28 89.25 3.25 0.958

Evaluation Protocol
All experiments followed five independent runs with fixed random seeds (42, 123, 2023, 3407, 51966)

to ensure reproducibility. Training employed early stopping with patience=5 epochs based on validation
F1. The development set optimized:

�∗, �∗ = ��� min
�,�

� ⋅ (1 − F1val) + � ⋅ FPRval (10)

Table 2. Ablation study on CIC-IoT dataset in terms of F1(%), REC (%) and FPR (%)

Variant F1(%) REC (%) AUC
DMCO 89.71 89.25 3.25

w/o FeatCorr 86.21 85.87 4.15
w/o Reconloss 87.32 87.05 3.68
w/o MWC 85.15 84.92 4.73

with � = 0.7, � = 0.3 balancing detection accuracy and false alarms.
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3.4 Experimental Results and Analysis

Table1 presents the detection performance of the proposed DMCO compared with state-of-the-art
baselines.

From Table 1, it can be found that the proposed DMCO achieves competitive performance while
significantly improving computational efficiency.

3.5 Experimental Results and Analysis

As described in Section 2, the Transformer-based architecture and dynamic loss balancing are the
core innovations of the proposed DMCO framework. To investigate the contribution of each module, we
conducted comprehensive ablation studies. Experimental results on the CIC-IoT test set are presented in
Table \ref{tab:ablation_results}. In which, w/o MWC means fixed $\lambda$ weights, i.e. without meta-
weighed controler, w/o FeatCorr means without feature correlation, w/o Reconloss means without
reconstruction loss,

From Table 2, several observations can be drawn:
Meta-weight controller contributes the most significantly (+3.85% F1 improvement), validating its

critical role in adaptive loss balancing.
Feature decorrelation reduces FPR by 21.7% compared to baseline (4.15% vs 5.37%).
Reconstruction loss preservation enhances model stability with minor F1 impact.

3.6 Comparison with Commonly Used Systems

In this subsection, the proposed DMCO will be compared with several state-of-the-art intrusion
detection systems based on deep learning. All experiments used identical input representations-128-
dimensional temporal network flow features extracted according to [19], with F1 serving as the primary
evaluation metric. Table 3 gives the the experimental results comparison with several state-of-the-art
anomaly detection system on NSL-KDD.

Table 3. Experiemental results comparison with several state-of-the-art anomaly detection systems on NSL-KDD

System F1(%) REC(%) FPR AUC
ResNet-18 [20] 87.14 86.82 4.63 0.939
BiLSTM [23] 91.26 91.04 3.18 0.969
Transformer 93.33 92.03 3.98 0.953
DMCO 98.15 98.37 0.99 0.994

From Table 3, it can be found that the DMCO can achieves a 7.26% absolute in F1 improvement over
BiLSTM while reducing false positives rate by 68.87%.

4 Conclusion

This paper proposed the dynamic multi-loss collaborative optimization to address three critical
challenges in network anomaly detection: static loss weighting limitations, feature redundancy in high-
dimensional spaces, and information degradation during temporal processing. The core innovation
integrates three synergistic mechanisms: (1) an optimized Transformer architecture capturing both
temporal dynamics and spectral characteristics of network traffic, (2) a tripartite loss strategy
incorporating feature correlation loss for dimensionality reduction, reconstruction loss for pattern
preservation, and classification loss handling class imbalance, and (3) an adaptive meta-weight
controller dynamically balancing loss contributions during training.

Comprehensive evaluations on NSL-KDD and CIC-IoT datasets demonstrate DMCO's superior
performance, achieving a 98.52% in F1,and near-perfect 0.983 AUC-ROC on legacy network threats.
These results validate the framework's effectiveness in real-world 5G-IoT environments while
maintaining real-time processing capability. Future research will extend DMCO to encrypted traffic
analysis using homomorphic encryption techniques and implement federated learning architectures for
distributed deployment across IoT edge networks, potentially enabling collaborative threat intelligence
while preserving data privacy.
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基於動態多損失協同優化的網絡流量異常檢測

王春安1，張永羣1，姚奇君1，劉洋1，楊繼臣1

1廣東技術師範大學，廣州，中國，510625

摘要：本文提出了一種面向高維且類別不平衡場景下的網絡流量異常檢測的動態多損失協同優化

（DMCO）方法。其核心創新在於利用基於Transformer的編碼器提取具有判別性的時空表徵，用

於異常檢測。我們引入了三種協同損失函數：特徵相關性損失通過縮放餘弦相似度強制特徵獨立

性；重構損失通過自編碼機制保留關鍵模式；分類損失用於處理極端類別不平衡問題。這些損失

通過一個元權重控制器進行動態平衡，該控制器可根據實時驗證性能自適應地調整損失權重。在

NSL-KDD和CIC-IoT2017數據集上的實驗結果表明，F1值可達98.52%，假陽性率可低至1.05%，

充分證明了該方法在5G-IoT環境下面對概念漂移和對抗性逃避攻擊時具有優越的魯棒性。

關鍵詞：網絡流量分析；異常檢測；動態損失平衡；自編碼器；DMCO
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